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The School shall adopt a cybersecurity policy to:

1. Secure school cyberinfrastructure against cyber-attacks and
other cybersecurity incidents; and

2. Determine cybersecurity risk and implement mitigation plan-
ning.

The School’s cybersecurity policy may not conflict with the infor-
mation security standards for institutions of higher education
adopted by the Department of Information Resources (DIR) under
Government Code Chapters 2054 and 2059.

Note: In addition to this policy, TSD has adopted a comprehensive
set of Information Security Guidelines consistent with the require-
ments of the Department of Information Resources. These guide-
lines are shared will all TSD staff on an annual basis and must

be acknowledged and followed by all TSD staff.

The superintendent shall designate a cybersecurity coordinator to
serve as a liaison between the School and the Texas Education
Agency (TEA) in cybersecurity matters.

The School’s cybersecurity coordinator shall report to TEA any
cyber attack or other cybersecurity incident against the school
cyberinfrastructure that constitutes a breach of system security as
soon as practicable after the discovery of the attack or incident.

The School’s cybersecurity coordinator shall provide notice to a
parent of or person standing in parental relation to a student en-
rolled in the School of an attack or incident for which a report is re-
quired to TEA involving the student's information.

For purposes of the School’s cybersecurity policy, the following def-
initions apply:

"Breach of system security" means an incident in which student in-
formation that is sensitive, protected, or confidential, as provided
by state or federal law, is stolen or copied, transmitted, viewed, or
used by a person unauthorized to engage in that action.

"Cyber attack" means an attempt to damage, disrupt, or gain unau-
thorized access to a computer, computer network, or computer
system.

"Cybersecurity" means the measures taken to protect a computer,
computer network, or computer system against unauthorized use
or access.

Education Code 11.175
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At least once each year, the School shall identify School employ-
ees who have access to a School computer system or database
and require those employees and board members to complete a
cybersecurity training program certified under Government Code
2054.519 (State-certified cybersecurity training programs.)

The board or designee may select the most appropriate state-certi-
fied cybersecurity training program or school training program for
employees of the school to complete. The board or designee shall:

1. Verify and report on the completion of a cybersecurity training
program by school employees to the DIR; and

2. Require periodic audits to ensure compliance with these pro-
visions.

Gov't Code 2054.5191(b)

The School owns, licenses, or maintains computerized data that in-
cludes sensitive personal information shall disclose any breach of
system security, after discovering or receiving notification of the
breach, to any individual whose sensitive personal information
was, or is reasonably believed to have been, acquired by an unau-
thorized person. The disclosure shall be made without unreasona-
ble delay and in each case not later than the 60th day after the
date on which the School determines that the breach occurred, ex-
cept as provided at Criminal Investigation Exception, below, or as
necessary to determine the scope of the breach and restore the
reasonable integrity of the data system.

If the individual whose sensitive personal information was or is rea-
sonably believed to have been acquired by an unauthorized person
is a resident of a state that requires a person that owns or licenses
computerized data to provide notice of a breach of system security,
the notice of the breach of system security required under Notice,
below, may be provided under that state's law or under Notice, be-
low.

The School maintains computerized data that includes sensitive
personal information not owned by the School shall notify the
owner or license holder of the information of any breach of system
security immediately after discovering the breach, if the sensitive
personal information was, or is reasonably believed to have been,
acquired by an unauthorized person.

The School may give the required notice to individuals or the
owner or license holder by providing:

1.  Written notice at the last known address of the individual;
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2. Electronic notice, if the notice is provided in accordance with
15 U.S.C. Section 7001 (electronic records and signatures);
or

3. If the School demonstrates that the cost of providing notice
would exceed $250,000, the number of affected persons ex-
ceeds 500,000, or the School does not have sufficient contact
information, by:

a. Electronic mail, if the School has electronic mail ad-
dresses for the affected persons;

b. Conspicuous posting of the notice on the School web-
site; or

c. Notice published in or broadcast on major statewide me-
dia.

The School maintains its own notification procedures as part of an
information security policy for the treatment of sensitive personal
information that complies with the timing requirements for notice
described above complies with the notice requirements if the
School notifies affected persons in accordance with that policy.

The School is required to disclose or provide notification of a
breach of system security under these provisions shall notify the
attorney general of that breach not later than the 60th day after the
date on which the School determines that the breach occurred if
the breach involves at least 250 residents of this state. The notifi-
cation must include:

1.  Adetailed description of the nature and circumstances of the
breach or the use of sensitive personal information acquired
as a result of the breach;

2. The number of residents of this state affected by the breach
at the time of notification;

3. The measures taken by the School regarding the breach;

4. Any measures the School intends to take regarding the
breach after the notification described at Notice, above; and

5. Information regarding whether law enforcement is engaged in
investigating the breach.

If the School is required to notify at one time more than 10,000 per-
sons of a breach of system security, the School shall also notify
each consumer reporting agency, as defined by 15 U.S.C. 1681a,
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that maintains files on consumers on a nationwide basis, of the tim-
ing, distribution, and content of the notices. The School shall pro-
vide the notice without unreasonable delay.

The School may delay providing the required notice to individuals
or the owner or license holder at the request of a law enforcement
agency that determines that the notification will impede a criminal
investigation. The notification shall be made as soon as the law en-
forcement agency determines that the notification will not compro-
mise the investigation.

Business and Commerce Code 521.053; Local Gov’t Code
205.010

For purposes of security breach notifications, the following defini-
tions apply:

“Breach of system security” means unauthorized acquisition of
computerized data that compromises the security, confidentiality, or
integrity of sensitive personal information maintained by a person,
including data that is encrypted if the person accessing the data
has the key required to decrypt the data. Good faith acquisition of
sensitive personal information by an employee or agent of the per-
son for the purposes of the person is not a breach of system secu-
rity unless the person uses or discloses the sensitive personal in-
formation in an unauthorized manner. Business and Commerce
Code 521.053(a)

“Sensitive personal information” means:

1. An individual’s first name or first initial and last name in com-
bination with any one or more of the following items, if the
name and the items are not encrypted:

a. Social security number;

b.  Driver’s license number or government-issued identifica-
tion number; or

c. Account number or credit or debit card number in combi-
nation with any required security code, access code, or
password that would permit access to an individual’s fi-
nancial account; or

2. Information that identifies an individual and relates to:

a. The physical or mental health or condition of the individ-
ual,

b.  The provision of health care to the individual; or
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c. Payment for the provision of health-care to the individ-
ual.

“Sensitive personal information” does not include publicly available
information that is lawfully made available to the public from the
federal government or a state or local government.

Business and Commerce Code 521.002(a)(2), (b)

The School may, for a cybersecurity purpose and consistent with
the protection of classified information, share with, or receive from,
any other non-federal entity or the federal government a cyber
threat indicator or defensive measure in accordance with the Cy-
bersecurity Information Sharing Act, 6 U.S.C. Subchapter | (sec-
tions 1501-1510). 6 U.S.C. 1503(c)

The School sharing a cyber threat indicator pursuant to these pro-
visions shall, prior to sharing:

1. Review such indicator to assess whether it contains any infor-
mation not directly related to a cybersecurity threat that the
School knows at the time of sharing to be personal infor-
mation of a specific individual or information that identifies a
specific individual and remove such information; or

2. Implement and utilize a technical capability configured to re-
move any information not directly related to a cybersecurity
threat that the School knows at the time of sharing to be per-
sonal information of a specific individual or information that
identifies a specific individual.

6 U.S.C. 1503(d)(2)

For purposes of the Cybersecurity Information Sharing Act, the fol-
lowing definitions apply:

“Cybersecurity purpose” means the purpose of protecting an infor-
mation system or information that is stored on, processed by, or
transiting an information system from a cybersecurity threat or se-
curity vulnerability. 6 U.S.C. 1501(4)

“Cybersecurity threat” means an action, not protected by the First
Amendment to the United States Constitution, on or through an in-
formation system that may result in an unauthorized effort to ad-
versely impact the security, availability, confidentiality, or integrity of
an information system or information that is stored on, processed
by, or transiting an information system. The term does not include
any action that solely involves a violation of a consumer term of
service or a consumer licensing agreement. 6 U.S.C. 1501(5)
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“Cyber threat indicator” means information that is necessary to de-
scribe or identify:

1. Malicious reconnaissance, as defined in 6 U.S.C. 1501(12),
including anomalous patterns of communications that appear
to be transmitted for the purpose of gathering technical infor-
mation related to a cybersecurity threat or security vulnerabil-

ity;
2. A method of defeating a security control or exploitation of a
security vulnerability;

3.  Asecurity vulnerability, including anomalous activity that ap-
pears to indicate the existence of a security vulnerability;

4. A method of causing a user with legitimate access to an infor-
mation system or information that is stored on, processed by,
or transiting an information system to unwittingly enable the
defeat of a security control or exploitation of a security vulner-
ability;

5. Malicious cyber command and control, as defined in 6 U.S.C.
1501(11);

6. The actual or potential harm caused by an incident, including
a description of the information exfiltrated as a result of a par-
ticular cybersecurity threat;

7. Any other attribute of a cybersecurity threat, if disclosure of
such attribute is not otherwise prohibited by law; or

8. Any combination thereof.
6 U.S.C. 1501(6)

“Defensive measure” means an action, device, procedure, signa-
ture, technique, or other measure applied to an information system
or information that is stored on, processed by, or transiting an infor-
mation system that detects, prevents, or mitigates a known or sus-
pected cybersecurity threat or security vulnerability. The term does
not include a measure that destroys, renders unusable, provides
unauthorized access to, or substantially harms an information sys-
tem or information stored on, processed by, or transiting such infor-
mation system not owned by the private entity operating the meas-
ure or another entity that is authorized to provide consent and has
provided consent to that private entity for operation of such meas-
ure. 6 U.S.C. 1501(7)

“Information system” has the meaning given the term in 44 U.S.C.
3502 and includes industrial control systems, such as supervisory
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control and data acquisition systems, distributed control systems,
and programmable logic controllers. 6 U.S.C. 1501(9)

“Security control” means the management, operational, and tech-
nical controls used to protect against an unauthorized effort to ad-
versely affect the confidentiality, integrity, and availability of an in-
formation system or its information. 6 U.S.C. 1501(16)

“Security vulnerability” means any attribute of hardware, software,
process, or procedure that could enable or facilitate the defeat of a
security control. 6 U.S.C. 1501(17)

Except as otherwise provided in the Electronic Communication Pri-
vacy Act, 18 U.S.C. 251022, a person commits an offense if the
person:

1. Intentionally intercepts, endeavors to intercept, or procures
any other person to intercept or endeavor to intercept any
wire, oral, or electronic communication;

2. Intentionally uses, endeavors to use, or procures any other
person to use or endeavor to use any electronic, mechanical,
or other device to intercept any oral communication when:

a. Such device is affixed to, or otherwise transmits a signal
through, a wire, cable, or other like connection used in
wire communication; or

b.  Such device transmits communications by radio, or inter-
feres with the transmission of such communication; or

c.  Such person knows, or has reason to know, that such
device or any component thereof has been sent through
the mail or transported in interstate or foreign commerce;
or

d. Such use or endeavor to use takes place on the prem-
ises of any business or other commercial establishment
the operations of which affect interstate or foreign com-
merce; or obtains or is for the purpose of obtaining infor-
mation relating to the operations of any business or
other commercial establishment the operations of which
affect interstate or foreign commerce; or

e. Such person acts in the District of Columbia, the Com-
monwealth of Puerto Rico, or any territory or possession
of the United States;

3. Intentionally discloses, or endeavors to disclose, to any other
person the contents of any wire, oral, or electronic communi-
cation, knowing or having reason to know that the information
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was obtained through the prohibited interception of a wire,
oral, or electronic communication;

4. Intentionally uses, or endeavors to use, the contents of any
wire, oral, or electronic communication, knowing or having
reason to know that the information was obtained through the
prohibited interception of a wire, oral, or electronic communi-
cation; or

5. Intentionally discloses, or endeavors to disclose, to any other
person the contents of any wire, oral, or electronic communi-
cation, intercepted by means authorized by 18 U.S.C.
2511(2)(a)(ii), 2511(2)(b)—(c), 2511(2)(e), 2516, and 2518;
knowing or having reason to know that the information was
obtained through the interception of such a communication in
connection with a criminal investigation; having obtained or
received the information in connection with a criminal investi-
gation; and with intent to improperly obstruct, impede, or inter-
fere with a duly authorized criminal investigation.

It shall not be unlawful for a person not acting under color of law to
intercept a wire, oral, or electronic communication where such per-
son is a party to the communication or where one of the parties to
the communication has given prior consent to such interception un-
less such communication is intercepted for the purpose of commit-
ting any criminal or tortious act in violation of the Constitution or
laws of the United States or of any state.

18 U.S.C. 2511(1), (2)(d)

The School must comply with the Stored Wire and Electronic Com-
munications and Transactional Records Access Act, 18 U.S.C.
2701-12.

Whoever intentionally accesses without authorization a facility
through which an electronic communication service is provided or
intentionally exceeds an authorization to access that facility and
thereby obtains, alters, or prevents authorized access to a wire or
electronic communication while it is in electronic storage in such
system commits an offense. 18 U.S.C. 2701(a)

This section does not apply with respect to conduct authorized:

1. By the person or entity providing a wire or electronic commu-
nications service;

2. By a user of that service with respect to a communication of
or intended for that user; or

3. By sections 18 U.S.C. 2703, 2704, or 2518.
18 U.S.C. 2701(c)
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“Electronic communication” means any transfer of signs, signals,
writing, images, sounds, data, or intelligence of any nature trans-
mitted in whole or in part by a wire, radio, electromagnetic, photoe-
lectronic or photooptical system that affects interstate or foreign
commerce. 18 U.S.C. 2510(12), 2711(1)

“Electronic storage” means:

1. Any temporary, intermediate storage of a wire or electronic
communication incidental to the electronic transmission
thereof; and

2. Any storage of such communication by an electronic commu-
nication service for purposes of backup protection of such
communication.

18 U.S.C. 2510(17), 2711(1)

The term encompasses only the information that has been stored
by an electronic communication service provider. Information that
an individual stores to the individual’s hard drive or cell phone is
not in electronic storage under the statute. Garcia v. City of Laredo,
702 F.3d 788 (5th Cir. 2012)

“Electronic communications system” means any wire, radio, elec-
tromagnetic, photooptical or photoelectronic facilities for the trans-
mission of wire or electronic communications, and any computer
facilities or related electronic equipment for the electronic storage
of such communications. 18 U.S.C. 2510(14), 2711(1)

“Electronic communication service” means any service which pro-
vides to users thereof the ability to send or receive wire or elec-
tronic communications. 718 U.S.C. 2510(15), 2711(1)

“Facility” includes servers operated by electronic communication
service providers for the purpose of storing and maintaining elec-
tronic storage. The term does not include technology, such as cell
phones and computers, that enables the use of an electronic com-
munication service. Garcia v. City of Laredo, 702 F.3d 788 (5th Cir.
2012)

“Person” means any employee, or agent of the United States or
any state or political subdivision thereof, and any individual, part-
nership, association, joint stock company, trust, or corporation. 18
U.S.C. 2510(6), 2711(1)
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